
BSI reports 3K 
attacks on gov 
networks, only 
5 to 10 of 
comparable 
quality

The analysis of 
the current 
breach started 
on 16 May. 3 BSI 
staff and 2 
contractors from 
an “external 
company” worked 
on the case. The 
company played a 
key role, it 
seems, but is 
not named in 
this report. Why 
is unclear. 

Correction: The 
company is BFK 
edv-consulting 
GmbH, see below. 
(via @ochsff, 
thanks 
@empiricalerror) 

Kurzprotokoll der 6. Sitzung der IuK-Kommission
Kommission des Ältestenrates für den Einsatz neuer Informations- und 
Kommunikationstechniken und -medien

Berlin, den 21. Mai 2015, 8:00 Uhr
Sitzungsort: 10557 Berlin, Friedrich-Ebert-Platz 1
Sitzungssaal: Plenarbereich Reichstagsgebäude,
Ältestenratssaal (Raum 2 N014)

Vorsitz: VPn Petra Pau, MdB

Leaked 10 June 2015 by BILD, highlights and translations by Thomas Rid



Response in 
phases: 

1: technical 
analysis, very 
labour intensive

2: start making 
exploitation 
difficult for 
adversary

3: clean-up, re-
install parts of 
the system or 
all of it

BSI reports TV5 
attack in France 
started two 
months before 
discovery.



Lars Klingbeil 
(SPD) is asking 
sharp questions. 

What company?

What can they do 
that BSI can’t?

When did the 
breach begin?



BfV makes clear 
it’s an attack, 
not a glitch

Gov discovered 
breach on 8 May

Adversary uses 
common methods, 
making 
attribution 
harder

Remarkable: the 
BfV (Federal 
Office for the 
Protection of the 
Constitution) 
received 
information about 
the Parliament 
intrusion (C2 
infrastructure and 
malware) from “a 
company that 
worked for another 
country.” That 
country authorised 
the notification 
of the German 
intelligence 
agency.

What company and 
what country is 
unclear. 



BSI has only 15 
people who are 
qualified to 
investigate  
such high-end 
breaches. They 
are working in 
shifts, 
including on the 
weekends. 

Attribution is 
hard, BSI 
emphasises. 

BSI sees the 
Parliament 
breach as an 
APT. Such 
breaches usually 
take 70 days to 
penetrate a 
network, head of 
BSI reports 
(curious 
statement)



Confirms BFK

Telekom 
apparently has 
an APT research 
team, but BSI 
did not consider 
it necessary to 
request that 
team. This 
almost sounds as 
if Telekom is 
better equipped 
to deal with 
these challenge 
than BSI. Hard 
to believe. 

In principle 
offender is in 
better position 
than defender



BSI reports that 
adversaries have 
started 
imitating common 
features of 
other known 
adversaries, 
basically: false 
flag operations 
on the rise. 




