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JEREMY GRANT: Welcome, everybody.  The next panel is going to be looking at the topic of 

identity and authentication.  Looking specifically at where government can help.  We do 

want to talk about some of the themes Congressman Foster just talked about.  And how we 

can build on some of those and explore different roles that the government can play in 

addressing some of our challenges around digital identity and authentication. 

 



Joining me are Phil Lam, Executive Director of identity at the General Services 

Administration Paul Rosenzweig, a resident, at the institute, looking at cybersecurity and 

didn't identity and Matthew Donohue, with government performance solutions and 

chairman of the board of the Identify Theft Resource Center. 

 

We unfortunately lost Denise from the business round table who was supposed to be on 

this panel a little earlier this week due to a conflict.  Mostly realizing this makes our all-man 

event that I was hoping to avoid.  That was not the intent.  Let's jump into things. 

 

I want to start off with a combination question here.  If I can ask each of you to take a 

couple minutes to introduce yourselves and with it answer an opening question which is:  

Why is it that government needs to play a role in identity and what can it do to help? 

 

PAUL ROSENZWEIG:  Who do you want to start, Jeremy? 

 

MATTHEW DONAHUE:  Going in alphabetical order? 

 

JEREMY GRANT:  Paul, since you spoke up first. 

 

PAUL ROSENZWEIG:  I didn't mean to win that way.  My name is Paul Rosenzweig.  As 

Jeremy said I'm senior fellow at the R Street Institute and run a small consulting company.  

My claim to fame such as it is, I was in the Department of Homeland Security as the deputy 

Assistant Secretary for policy under George Bush in '05 to '09 when we started thinking 

about both cybersecurity and digital identity issues, more seriously. 

 

So to answer your question, why is it that government needs to get engaged in this?  I 

guess the answer is, as I tend to look at just about everything, economics.  Good identity is 

clearly one of those common public goods that economic theory teaches us are best 

provided at a governmental level.  It doesn't mean that private sector actors can't provide 



it.  Indeed, many are doing quite a good job using knowledge-based he verification systems 

and all that. 

 

But in the end each individual private sector actor does not have an incentive to maximize 

the value of private sector -- I mean of public sector identity data in the same way that the 

government does. 

 

More to the point, the absence of government intervention would, one would expect in any 

economic world, actually lead to a pro liverration of identity systems with more than one 

perhaps interoperable but perhaps not.  We have a phenomenon called, in economics 

called the walled garden idea where one becomes captured by one's initial provider, 

whether it is Apple's music system, right?  You can't move your iPods over to MP3.  Or in 

this case an identity system. 

 

Economics tells us that government has a really good role to play here. 

 

JEREMY GRANT:  Thanks.  Phil, I want to go to you since you are the government. 

 

(Laughter.) 

 

PHIL LAM:  Thank you.  I don't know about "the government" but thanks for inviting me 

here.  I'm Phil Lam the Executive Director tore of identity at the General Services 

Administration.  To your question about why government identity, palm, I couldn't agree 

more across the multiple points that you had. 

 

One, I think that we as government are providing a lot of benefits to Americans today in 

order to facilitate providing that benefit.  We kind of need to know who you are.  Are you 

eligible for this?  To help reduce fraud and theft.  I'm sure Matt is going to get into that as 

well. 



 

We have a need for identity.  Now, the question is should we be part of that solution?  I 

would say absolutely as well, right?  To Paul's earlier point we as a federal government are 

likely the source for a lot of authoritative data that determines who you are, whether it be 

your Social Security number, whether it be your physical address.  Or your passport 

number or what have you. 

 

So can we as government be part of the solution?  Yes. 

 

Can the private sector also be part of it?  Absolutely.  And that is something that we have 

been doing here at the General Services Administration is deploying a platform of identity 

services that absolutely is vendor-agnostic, reliant on standards from our friends at NIST so 

we can all trust these identity solutions. 

 

Together we hope to solve that challenge.  I think government is a good place to bring that 

all together to help the American people. 

 

JEREMY GRANT:  All right, thanks.  Matt? 

 

MATTHEW DONAHUE:  I don't ever want to go after those two again.  So what they said 

was exactly correct. 

 

I have a few things to add.  My name is Matthew Donohue, I'm a partner the government 

performance solutions.  We are very small consulting agency working with state and local 

governments.  It is really great because that's a lot of times where the rubber hits the road, 

where people get to meet their government. 

 

I do think that the government is already most of the authoritative.  They have the 

authority.  Whether it is in the federal government where your address is, but we can't 



forget real ID.  We can't forget your driver's license as your sort of physical dilled proof 90 

percent of the time or higher. 

 

We also can't forget that if it's all private, if digital identity is private, we are going to have 

an issue where we have the haves and the have-nots.  The people who don't have the 

access to it. 

 

While phones are getting less expensive that doesn't necessarily mean there is not a divide 

there.  I think that when we are talking about something this important and that can take 

up so much of people's time, this might be a good place where economics should start 

leading the policy and talk about taking that next step with the government, figuring out 

how we can headache them the authoritative source for both physical and digital identity. 

 

JEREMY GRANT:  Thanks.  Phil, I know you have been doing work over the last year or so at 

GSA -- pioneer is the right word in terms of finding a role for some of the authoritative 

sources we have to be used.  To support the government's own needs, for somebody who 

needs to actually prove who I am to an agency, to check my benefits or even have benefits 

delivered to me.  But also to potentially support private sector efforts in terms of, I think we 

heard from Michael Mosier from FinCEN about the financial crime that is tied toy identity. 

 

Cap you tell us some of the things you have had underway in the last year and what we 

should see perhaps this year from you? 

 

PHIL LAM:  Sure.  Yes, we at the General Services Administration took the mantle of what 

OMB asked our federal agencies to do in memorandum 1917 about how do we actually 

enable citizens to access their data via API. 

 

And so as the agencies look through this, our office engaged with them to think through 

what are the will technical challenges?  What are the policy challenges?  What are the 

potentially legislative challenges they have to enable that type of use case? 



 

And we worked with several of them to get to the point of potentially piloting a capability 

where you could as a citizen come through and sort of get access to that data.  And I think 

one agency that is really spearheading this is the Social Security Administration.  They 

moved forward with this kind of ahead of some of the others due to legislation.  But they 

were real trail Blazers in this area and we hope to have that model in other places. 

 

I mentioned address before.  Because we see our partners in the U.S. Postal Service as sort 

of critical in this.  Also as a foundational element to hopefully bring forward the concept of 

hey, you know, where are you today from a physical address perspective?  Who better to 

know that than the postal service? 

 

And so we are very happy that the postal is partnering with us on multiple identity efforts, 

one of them being around address validation. 

 

So these are some of the small things we are doing from a technology perspective.  But I 

think the other elements of work that we are doing on the federal agency side is just 

recognizing that we all share a common identity challenge.  We all have that same need to 

know who Jeremy Grant is, whether it be -- whether he's a veteran looking for veteran 

benefits or a taxpayer or Social Security beneficiary -- maybe not yet. 

 

And that it is a common challenge that requires a common solution set.  So getting 

alignment across the agencies that yes, we are not that special in terms of this specific 

challenge area.  And thus would need and desire a common shared platform for this.  That 

is something that our office helps drive forward this past year and hopes to help promote 

this coming year to gain some of those efficiencies and economics that we have been 

hoping to achieve. 

 

JEREMY GRANT:  Thanks.  If I can ask you to dive in a little bit more, I think one of the 

things that you have been able to do over the last year is transform the login.gov platform 

to something that was a single sign on, just, you know, user name and accounts to one that 



they can do authentication.  Login, I think, you guys in Yahoo Japan were the very first to 

site the implement the two standards -- nice to see a couple years ago.  It was this event 

three years ago, where they announced the foimed integration.  You built a way to do 

identity proving for individuals as well as something that can be a shared service for 

agencies. 

 

How is that going?  Are you able to figure out who everybody is?  Or are the tools that are 

out there today, do they need to be better? 

 

PHIL LAM:  Yes.  So thank you.  I actually didn't know about the Japan launch as well with 

us, but -- 

 

JEREMY GRANT:  It was Yahoo and login were the pioneers here, but yes. 

 

PHIL LAM:  Login.gov is one of those operational shared services that General Services 

Administration has.  And the pup of that initially, as you were saying, Jeremy, is to provide a 

strong credential so you didn't have to create another account, another account, another 

account at multiple federal agencies. 

 

That has grown over the years.  Over 25 million users have a login.gov account. 

 

And as you are saying, last year we piloted an identity verification product on top of that.  

So not only are we very sure it is that unique credential coming through, but now we can 

headache sure it is actually Jeremy Grant and not the other Jeremy Grant or the other 

Jeremy Grant. 

 

Through identity verification capabilities. 

 



So what the login team did, they leveraged the NIST standard and sort of put together the 

product for it.  Early adopters of it last year were the railroad retirement board as well as a 

Small Business Administration that I'm sure Sanjay talked about this morning. 

 

Then from there we have ongoing efforts with multiple federal agencies. 

 

So as this capability grows, we hope to deliver more and more capabilities to federal 

agency partners with this service. 

 

To your second question about how it's going?  I think everything that is starting out has its 

bumps.  One thing that we are learning is the way that we have deployed this capability is 

really thinking about mobile users.  So we leverage a lot of mobile technologies, whether it 

be taking a picture of your driver's license via your smartphone.  Then a sevenie and 

verifying information.  That's how we will be able to achieve NIST standards at scale. 

 

What we have noticed is as we move this forward, not everyone has a cell phone.  Though I 

think Congressman was stating that 95 percent metric.  We have been seeing, although you 

may have a cell phone, it may not be a smartphone.  Some data that we look at looks at 

about 40 million Americans today still do not have a smartphone.  Very glad that the 

Congressman is thinking about how to cross that digital divide because that is how at least 

from our product a lot of the users come through. 

 

So something that we are looking to do is to expand the capabilities to include in-person 

verification as possible so if you don't have a smartphone and can't take that selfie and 

driver's license picture you have a mechanism to identify verify yourself. 

 

JEREMY GRANT:  Let me ask you a question on that last point for the whole panel.  I think 

the last year has gotten people thinking about issues like equity and inclusion in some new 

and largely constructive ways. 

 



Twenty-four years ago when I first came to D.C. and started working in tech policy -- that 

was a long time ago, getting old -- but I digress. 

 

Late '90s we were spending a lot of time worried about the Internet that was just emerging 

and the digital divide that was out there between the haves and the have-nots. 

 

As we are looking at things like this and the importance of having a smartphone so you can 

deliver a modern identity solution, or frankly a whole bunch of other factors that might be 

at play -- we will hear about this in the next panel looking at equity and inclusion.  Do we 

need to worry at all about an identity divide?  That's for anybody in the panel that wants to 

tackle that. 

 

PAUL ROSENZWEIG:  Absolutely. 

 

>> MATTHEW DONOHUE:  We absolutely need to have some thought into that.  You are 

talking about the smartphone as a key.  It is indeed a key to many transactions.  But it may 

not simply be even if I have one, I may not want a transaction that way.  I may not want to 

do it that way.  I may want paper.  I don't trust it necessarily.  And unless we have a very 

good reason for turning somebody off of a channel like that, which sometimes we do, 

right?  Sometimes we have to make the tough decisions.  There's no reason why we 

wouldn't take a paper return necessarily.  There is no reason why we wouldn't want them 

to come in and hand us some paper.  Unless you have a line or things like that or COVID 

which we hope will go away. 

 

And if we are spending a lot of government money I do wonder if we are spending it all 

towards the people who can't afford a very nice phone.  It'sed on that we are making it 

easy for the people who can already afford easy. 

 

I sound very -- I'm from Indiana, a red state but there is no reason why we wouldn't want to 

help our neighbors. 



 

PAUL ROSENZWEIG:  When I think of this problem, Jeremy, I actually think of the related 

question, the kind of ongoing debate about the effort by some retailers to end cash 

transactions.  Right?  And to require only credit cards as payment. 

 

The pushback against that from a lot of legislatures and public interest groups because 

there is not just -- it is not a digital divide.  I guess it's a credit divide.  I don't even know the 

right phrase for it because that is not my area of expertise. 

 

MATTHEW DONAHUE:  The unbanked. 

 

PAUL ROSENZWEIG:  That's the phrase.  It struck me very much that, you know, that really 

is a realistic response to the problem of the unbanked, but it is exactly the opposite 

reaction that we should be having. 

 

Instead of requiring commercial enterprises to continue inefficient cash transactions 

because of the unbanked, we should be trying to eliminate the problem of the unbanked 

by allowing them finding ways to enable them to become banked, if you will. 

 

I'm glad you reminded me of that phrase, Matt, thank you. 

 

The same is true here in the digital divide.  One problem with digital identity is that there is 

going to be an inevitable reaction against it if we don't also address the digital divide at the 

same time because otherwise we are going to move to a world where you need a digital 

identity to prove vaccination, your driver's license, entitlement to volt, entitlement to 

government services.  There will still be 40 million people who don't have the technological 

ability to do that. 

 



If we don't answer those questions simultaneously.  The real answer, Jeremy, is that digital 

identity will never be able to penetrate fully into the market because of the failure. 

 

PHIL LAM:  I would just add that from a divide perspective, I think what we are seeing 

today is at least for government we are still very heavily in person.  Still very heavily paper. 

 

And as we are on this panel talking about digital identity we are talking about enabling 

more of that online in a trusted way. 

 

I don't see us ever saying no, we are not going to do anything in-person anymore.  We will 

always have that option for the citizen because as government we don't have the luxury of 

targeting, you know, one market versus another.  We absolutely have to solve for 

everybody at the same time. 

 

So to Paul, your point, yes, in parallel as always, whether it is in-person or remote, I think 

for us it is just let's continue moving as many of these in-person capabilities online so that 

we can do things easier, cheaper, and now because of the pandemic just safer.  It is just 

safer for individuals to do things online. 

 

I think that is just sml for us to remember that let's not get too bogged down with a lot of 

the challenges potentially in the far future.  But remember about some of the near ferment 

benefits that we can see by moving some of these capabilities online. 

 

JEREMY GRANT:  I think a point there, especially as we start to look at identity inclusion, 

financial inclusion.  Our policy blueprint in the Better Identity Coalition talks about the role 

of the states and the way to leverage the DMV and mobile driver's licenses because it is 

one of the place that majority of adults go in for some sort of rigorous identity proving 

process. 

 



That's only five out of six people have a driver's license.  As we will hear after this from 

Pastor Ben Roberts who runs the Methodist ministry here in Washington, D.C., a lot of 

people can't easily get a driver's license.  They have this ministry that they set up to 

basically fill in those gaps where the government is not providing these services. 

 

A feep of the foster bill that was introduced last year, in addition to putting grant dollars 

into the states to help fund the acceleration of the adoption of MDLs, meld weds, it would 

require the states to spend dollars on people at the margins of society who can't get 

something. 

 

I know I am going to totally pivot now.  Maybe not totally but pivot from that in terms of 

talking about the resources that we need.  You know, to actually address this.  I think what 

is coming at us, this is a complex issue and all the different places where having solid digital 

identity infrastructure can help solve a lot of problems.  Do we have the resources at the 

federal and state level in place today to actually support the kind of infrastructure we are 

talking about?  Or is more needed here? 

 

PAUL ROSENZWEIG:  No. 

 

JEREMY GRANT:  Thank you.  Loaded question. 

 

PAUL ROSENZWEIG:  Yeah.  No.  I mean, look, people like Phil work really hard at the Cole 

mine face digging pathways and they are doing great work.  But we have never managed to 

get the federal government to focus on this as a -- I wouldn't even say a priority, but as a 

useful focus point.  As your comment that we are coming up on the tenth anniversary of 

the N stack makes clear, we have been talking about it for ten years and haven't made 

improvements. 

 

For example, somebody in one of the comments noted we are working towards open 

source methodologies for interoperability of identification.  That's great.  And it may be that 



the private sector can achieve that in Silicon Valley without government engagement, but 

I'm quite certain if the U.S. government were to charter a new framework defining working 

group that was intended to develop uniform standards so that all of the identification 

services across all the governments were interoperable we would be in much better health. 

 

Too you mentioned a couple of times, Jeremy, the need to rely on DMVs as a potential 

source of identity proving which is great but I mean, I don't know what it's like in Indiana, 

Matthew, but in D.C. the DMV has a lot on its plate already, right?  And if they don't get 

more money, perhaps with standards and guidance and federal assistance and software, 

hardware, whatever, they are not going to do it.  Period, full stop, end of story. 

 

So there's lots of things that the government could do.  I could actually go on about that for 

a long time, but I'll flip it to Matt or Phil to talk about it instead of keeping going. 

 

MATTHEW DONAHUE:  Fill, you want to go next? 

 

PHIL LAM:  Sure.  I'll never take an opportunity to not plug the need for economics in this 

space. 

 

Because that really is, I think, one of the largest stumbling blocks that we have in the 

identity arena.  We all as professionals in this space understand the benefit of it, even, of 

course, Congressman Foster understands the underlying benefit of critical infrastructure 

such as digital identity. 

 

When you are talking to a state government -- like you are saying, Paul, even the DC DMV.  

Look, their mission is not issuing identities.  Their mission is driving licenses.  Or, you know, 

benefits administration or collecting Census Bureaus. 

 



So the priority level of investing in digital identity sometimes gets further down the line.  

And there are agencies that are very forward leaning that are making that investment sup 

as the Small Business Administration has been leaders in this space. 

 

A lot of other agencies are challenged, understandably, from an operational perspective on 

where to put their resources. 

 

If there was an opportunity where the federal government were to say hey, we consider 

this a strong national priority that we want to take that out of the equation for you, agency 

or state/local government.  We want to make sure that you have this capability.  Don't 

worry so much about the cost for it because we feel that strongly. 

 

That can be a major step forward.  And I think we have been talking about sort of central 

funding this for a long time.  And perhaps this is another opportunity for us to really realize 

that benefit at scale if we can get there. 

 

MATTHEW DONAHUE:  I agree with Phil there.  I would like to maybe add a little bit of color 

to the commentary there.  We spoke earlier in earlier discussions about the trillions of 

dollars that went out for various reasons and a lot of it was disbursed with state agencies 

where I tend to work. 

 

You look at call volumes afterwards.  That should be something that we should have known 

was going to go way out through the roof as this money was being disbursed.  I agree we 

were probably taking a good risk in getting the money out faster.  But then you look at their 

ability to deal with the remainder or the people who are confused or the identity theft 

victims, and several states out there -- I won't name them -- but they can't answer their 

phone.  Or they answer the phone or push you to another agency even though they are the 

agency pushing the money. 

 

There are some short-term things we can do is victim -- dollars follow the fraud. 



 

There are problems that we are that we can follow with better legislation or spending of 

the money or thinking about how we can help the people who are left in whatever loop 

they are left in.  Either they just can't get it done, they can't get their money or they have 

been a victim.  I'm big into the victims, obviously.  I get to hear how we deal with them at 

the ITRC.  That's a difficult one for our present issue. 

 

Long-term, yeah, I think that if the federal government said yeah, don't worry about this, 

Department of Motor Vehicles, because they are all having problems.  I get you.  We need 

to go in and start sharing the data, you are going to be the place that they have to walk into 

anyway.  They would have to change some of their operations to put some new technology, 

some new workflows.  They would have to develop down to the workflows which will be a 

lot of fun to do. 

 

It would take that sort of push. 

 

JEREMY GRANT:  It's worth talking about resources too.  As Phil was talking about, this is 

something that everybody benefits from. 

 

In 2019, the Department of Homeland Security SISA -- CISA defined what they called 55 

national critical functions.  The idea was any one of these things if they went down would 

impact not one or two sectors but basically impact the whole country.  A lot of things like 

process wastewater, make sure that communications networks are running, planes should 

be able to fly. 

 

One of them was identity which I was excited to see because it echos something I have 

been saying for a long time.  But it wasn't necessarily elevated owe a common basis at that 

clefl. 

 

But it shows the critical function that we don't really have central resources to support it. 



 

I know if you look at President Biden's proposed American rescue plan, the big stimulus 

plan he rolled out in his first week.  In addition to focusing on everything from funding 

vaccines and financial aid to people, it was going to put more than $10 billion into secure IT 

infrastructure including more than $3 billion for your home agency, Phil, the GSA.  I don't 

want to put you on the spot here.  I'm sure you have thoughts on what you guys can do 

with that in terms of improving identity infrastructure.  But I want to flag it is an issue that 

at least in budget proposals seems to be getting attention. 

 

And I want to pivot slightly to say Congress already in the last year funded some identity 

verification services but it was to solve a particular issue.  We talked about this before.  It 

was in response to all of the billions and billions of dollars of unemployment fraud in the 

year end spending bill that passed now as a requirement for states delivering 

unemployment insurance put applicants through an ID vetting process and says that the 

fed will pay for it. 

 

What stood out, it is nice this is getting attention and funding, but it is looking at one tiny 

facet of the broader identity conundrum.  If you are only in the get more I used before, 

putting on a Bandaid on a patient that has multiple industry injuries and saying there, we 

fixed it.  There is a deeper problem here.  If we are only dealing with this on the 

unemployment side, we are not dealing with it all. 

 

Long winded, but what do we need to do as a whole Louis particular approach in terms of 

addressing infrastructure and funding it as such? 

 

PAUL ROSENZWEIG:  Leadership starts at the top, Jeremy.  I mean, I think it is fair without 

being at all political to say that identity was not a top priority for the last administration.    

and yeah, that is fair enough.  Administrations have their priorities.  I really don't mean that 

politically.  Just descriptively. 

 



The floor is open right now for President Biden and the democratic majorities in the House 

and Senate to decide whether or not identity will be a priority this time around. 

 

Now, clearly it is not going to be at the top.  First, COVID is -- you know, get vaccines is 

number one and yeah, we have lots of issues to talk about here. 

 

But if President Biden wants to move out on this, he could begin by establishing a White 

House-led task force of some sort bringing together stakeholders at the White House level 

as opposed to say at the commerce level or at GSA or at any other place where you might 

put an identity task force.  Have it led by some deputy assistant to the President for 

national or Homeland Security and use that as a forum for identifying the necessary things. 

 

You know, some of them are going to be resource constrained things like money that 

probably are going to be harder to do.  But others like developing common standards, like 

just bringing everybody to the table in the same place so that we can identify the questions 

coming out would be a good thing. 

 

Now, Congressman Foster wants to do that legislatively.  And I love that idea.  But there is 

nothing that stops President Biden from doing it administratively tomorrow if he wanted 

to. 

 

JEREMY GRANT:  I would agree. 

 

Any other perspectives?  Phil?  Matt? 

 

MATTHEW DONAHUE:  Well, I'll hop in and say that I hope we don't build an identity 

system, another stand alone identity system for COVID, where people are signing up three 

or four times, which makes sense, trying to maximize their ability to get healthy.  But of 

course they cause a lot of other problems that they don't have to pay for necessarily. 



 

If we spend a lot of money, oh we are going to build a stand alone identity system for this, I 

probably will be a little sad.  It is the reuse of the systems, we have a lot of great systems 

out there.  We have a lot of wonderful systems and people working for the federal and 

state governments and local.  Let's reuse what we have to deal with some of these external 

problems or externalities. 

 

PHIL LAM:  And I would just add, Jeremy, to your analogy about putting a Bandaid on a 

patient who has more severe challenges.  Part of me thinks identity might be the bandaid.  

I'm going to speak out of turn a little bit but I think one of our challenges is that we as 

federal government think about identity from the lens of where we stand. 

 

We are the Social Security Administration, have to tackle died.  We are the IRS and have to 

tackle identity.  We are the vaccination site, we have to tackle identity. 

 

Instead of thinking about ourselves as hey, I am a taxpayer.  I'm an American and I want 

benefits from the government.  Thinking about it from that perspective and hoping to 

address that challenge from that view I think could really help us. 

 

I think that's part of our larger problem is that we are trying to execute solutions within the 

silos of each individual agency and jurisdiction and capability.  And that's what web doing 

for many years.  But can we now take a step back and say hey, can we look at it from a 

citizen perspective?  How can we enable that use case and maybe we can think of ways that 

it can be a lot more shared service perspective, a lot more, the banks we called it an 

omnichannel experience so that it is not silos.  It is you need help.  How can we as 

government help you?  Let's facilitate that process. 

 

JEREMY GRANT:  You know, let me pivot a little bit on that too.  One of the things we've 

talked about a lot from the coalition's perspective is that the best thick thing the 

government can do to support the dilled grouping challenge, of all the different things we 

have been dealing with that's the hardest to solve, has been to focus on as by validation 



services.  Look, I have a passport and that was expensive and a pain in the butt to get and 

driver's license, I have it and same experience.  Why is it when improving on line I can't 

somehow ask the DMV or the State Department to vouch for me, validate certain things for 

me? 

 

I know you have been looking at this in the context of login, whether it is in the private 

sector or even in government, there is a lot of identity authoritative data that could be used 

around the consumer centric model but agencies aren't in the business of doing these 

things.  In some cases you are running into either just an unwillingness to do so or some 

cases perhaps legal barriers. 

 

As you are trying to deal with the ID proving challenge, I want to direct this to you, Phil, are 

you running into issues?  How close are we are we to the holistic approach or are we close 

to the foster approach? 

 

PHIL LAM:  There is legislation needed to help with this.  As many of you all know, the 

technology is never the problem.  It is almost always the policy side. 

 

For this one I think it's on the legal side.  So as some of you know, federal agencies are 

custodians of a lot of personal data for the citizen.  They guard that and they protect that.  

We should be very glad that they do. 

 

They don't share that out to anybody unless there is very expect permissible use.  And the 

concept of government agencies as identity verification sources, capabilities, that's new.  

That's new. 

 

So when you are an agency and you are General Counsel in your privacy office they look at 

this exainlt and say Phil, that sounds great, but from a legal perspective that is not a 

permissible use of what I have.  And I can completely understand that. 

 



So I think that could really help as we tackle this and perhaps part of the potential task 

force at the White House is to maybe identify what exactly are those authoritative sources?  

Let's find out specifically.  What are the legal and policy challenges preventing each 

individual one?  It could be different for each.  Then how do we tackle that step-by-step. 

 

From a technology perspective, we are here.  It's built.  This is, I like to say this is trivial tech.  

But it is hard from a policy perspective when the mind set is you protect data.  We protect 

it, we protect it. 

 

How do we figure out how to allow usage of it in permissible ways. 

 

JEREMY GRANT:  Nice.  Matt, I wanted to come to you.  When we were talking in the prep 

call a little bit, one of the things you were highlighting, we are investing in some cases in 

fraud prevention but there are other issues out there about what happens to victims of 

identity theft where we are not putting the resources in place.  The classic example is the 

Brian Krebbs story we talked with all these victims of unemployment benefits because 

somebody stole their unemployment check or they can't prove that they got it, but now 

they are getting tax bills. 

 

MATTHEW DONAHUE:  They are going to get tax bills.  If they end up trying to claw it back, 

they end up in third party collections, which is adversarial and I got to look at books of 

business.  All right, you have to do an identity wash.  If there is an issue you should 

probably send it back to the government. 

 

There is more and better communication should be up front.  This is a remainder you know 

is going to happen. 

 

And as I talked about, the call centers, these people can't get in.  There's a story from one 

state where they are just going in a round-robin between agencies.  Your overall call center 

which I know that one department is supposed to do this thing, but at some point these 



are people who have been victimized with the state as an agent of the victimization and 

they can't get an answer. 

 

And that really lowers a lot of trust in the government.  So if you look at Ohio.  Ohio has 

some issues in UI.  They say hey come to the website we'll square the issues up if you can 

authenticate who you are.  And a lot of people say I'm not going to the website.  It was your 

problem and now you're asking me for additional time.  I don't know what is going to 

happen.  I don't know if I can trust your website. 

 

There have been actions where investigators have lost control of data.  So I think that that 

should be part of all of our planning.  It certainly is. 

 

And I think that we can take some of the information we get from the ITRC and help 

governments do it a little bit better.  A human level communications, understanding your 

different groups of fogs and how to speak to them.  The government is doing a 

phenomenal job over the last 20-odd years getting better at this but the victims are always 

the last people to get there. 

 

They can -- we know that they can, you can starve in two weeks.  You can lose your house 

in a month.  So we have definitely a limit to take care of them and we need to make sure 

that we are getting to those victims.  Not just so worried about the prevention.  A lot of 

times you can't.  Once that money is gone, it's gone.  I get it.  It's awful.  You don't want to 

think about that.  But you don't want to double your sin and treat the victim as a potential 

criminal. 

 

JEREMY GRANT:  Thanks.  Weapon are just at about time.  Any final closing thoughts that 

you would like folks to come away with before we wrap this panel? 

 

PHIL LAM:  I would just say. 

 



PAUL ROSENZWEIG:  You go, Phil. 

 

PHIL LAM:  I would just say that yes, obviously there are many, many challenges, whether it 

be from the digital divide standpoint to current theft and fraud that is happening today, 

Matt.  It's heart breaking to hear those stories. 

 

On the other side too, know that there are solution sets out there helping to solve this 

challenge.  Know that there are private sector industries innovating in this space.  The 

federal government is offering shared service platforms as well. 

 

You know what, we may not have the perfect thing yet but we are working towards it.  We 

may not have central funding yet but we are working on economic models that make it 

affordable not only at the federal level but at the state level so that there is hope here and 

that let's continue working through it because we are in this unique position that we can 

actually help the American public by just providing something as simple as identity. 

 

So thank you, everyone.  And thank you for all the great work, Jeremy. 

 

JEREMY GRANT:  Thanks, Phil.  Paul, any last closing thoughts? 

 

PAUL ROSENZWEIG:  No, no.  I guess I was going to say that we have identified a number 

of problems.  You know, the digital divide, one that we didn't talk about much, though Matt 

lien leaned into it is the security of the data collection themselves, which is another area of 

good work for governments to get engaged in.  Not that they are the be all and end all of 

security as the solar winds hack demonstrates but a common set of standards for data 

security is an important factor to put on the plate.  I didn't want us to let that one go by.  

That's all. 

 



JEREMY GRANT:  Nice.  I realize we are just about at time.  I wanted to build in a couple 

minutes break before the next panel.  But Matt, Paul, Phil, thanks for taking the time.  

Thanks for the discussion and the great work you're doing here.  Look forward to working 

with you throughout the year and perhaps seeing you in person some day. 


