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ROSS NODURFT:  Hello, good morning.  I'm picking up where Jeremy left off with the panel, 

what the Biden Administration should do on identity going forward.  I would like to ask our 

panelists to turn on their cameras and microphones so we can get started. 

 

So to kick us off, first I'll introduce myself.  I'm Ross Nodurft, I work with Jeremy at Venable 

and help support the the efforts of the Better Identity Coalition, we would like to thank 

them and the Identify Theft Resource Center and FIDO Alliance and I want to turn to the 

panelists to introduce themselves. 

 

First question to get everybody warmed up, could you tell us your name, the organization 

you're with and what your role is within that organization?  I'll call on you guys.  Carole 

House, start with. 

 

CAROLE HOUSE:  Good morning.  Thanks for having me here today.  As Ross mentioned 

I'm Carole House, FinCEN's lead for cyber and emerging tech issues.  You saw my Deputy 

Director speak yesterday.  I help to work on cyber crime and digital identity issues at 

FinCEN, combating money laundering, exploiting emerging technologies. 

 

ROSS NODURFT:  Thank you.  Scott, over to you. 

 

SCOTT CLEMENTS:  Thanks very much, Ross.  Hi, good morning, everybody.  My name is 

Scott Clements.  I'm CEO of OneSpan.  OneSpan is a company that focuses on protecting 

digital identity and high value transactions spaces, primarily today we do that in financial 

services.  We are the largest provider of consumer authentication services for banks 

around the world. 

 

ROSS NODURFT:  Thank you.  Dorin, to you? 

 



DORIN METHFESSEL:  Hi, good morning.  Dorin Methfessel.  I'm with the US Postal Service, 

Director of identity and access management.  I'm in the cybersecurity group, responsible 

for authenticating and allowing users into our environment, whether they are an internal 

employee, whether they are a supplier or a customer.  So very wide span of focus that we 

let into our environment.  And our group is uniquely positioned because we work in the 

research and development.  We are developing innovative solutions for taking cyber to a 

greater product span. 

 

ROSS NODURFT:  Thank you.  Last but not least, John? 

 

JOHN MILLER:  Thanks, Ross.  Thanks to the Better Identity Coalition and other sponsors 

for the invitation to participate today.  I am the senior vice-president for policy and senior 

counsel at ITI the Information Technology Industry Council we represent approximately 75 

of the world's leading technology and innovation companies.  I lead ITI's trust data and 

technology policy team which includes the global work on cyber and privacy. 

 

ROSS NODURFT:  All right.  So before we get into the questions, just a note to everybody 

who is watching right now, we have about 45 minutes for this panel.  If you guys have 

questions for the panelists, feel free to ask them in the Q&A.  I'll get to them towards the 

end as much as we can. 

 

With that said, Dorin, women's start with you.  I think yesterday we heard some comments 

and there were questions posted yesterday about the work that you guys are doing, the 

partnerships in the space as it relates to in-person proofing. 

 

Can you tell us where you are at with the program and what the partnerships you have in 

place and are working towards? 

 

DORIN METHFESSEL:  Sure.  Thanks again for having me.  Happy to discuss this a little bit 

more.  So the postal service is working with the FBI currently on bringing these in-person 



solutions and biometric solutions for a variety of use cases.  The FBI does background 

checks for anything for personal reasons, employment, state and local governments use it 

for adopting, traveling, living in a foreign country, traveling, et cetera. 

 

We capitalized on our internal processes that we use for internal hires and deployed that 

as a pilot for the FBI to allow folks to come to the post office and have their fingerprints 

gathered electronically and then have that sent back to the FBI. 

 

We've seen a lot of great progress relative to this.  We've gone from two locations and we 

are expanding to 180 by the end of this fiscal year.  We are very excited about that. 

 

We are also excited about the results.  We reduced the time for background connection 

from 12 weeks down to 48 hours.  It gets rid of the paper process, sending it in and that 

very physical delay process in and turns it into a digital process. 

 

We are excited to continue to expand this with the FBI and potential federal partners writ 

large. 

 

ROSS NODURFT:  That's great.  That's good news.  There is one follow-up question I 

wanted to ask you.  It was about the balance of when you are doing this in-person proofing, 

the balance of security and doing well and privacy and how that works and how you 

consider that and how that is part of the program that you guys are implementing right 

now. 

 

DORIN METHFESSEL:  So our cybersecurity department does, it implements a lot of 

frameworks and processes that are based on current best practices.  As a quasi agency we 

are not compelled to comply with FSMA, the federal information security management 

agent.  We do it to best practices relative to our own solutions.  We are working to different 

standards based on our internal business processes such as NIST and ISO27000.  We are 

working to make sure that our security aligns with the best practices of the industry. 



 

ROSS NODURFT:  That's great.  And look, as a former OMB person, I'm very happy to hear 

you, that you are following FISMA even though you don't have to.  Kudos to you guys for 

doing that. 

 

Dorin, you guys are in a unique position.  You are at the start of transforming the physical 

to the digital.  But I want to recognize that we have a dearth of perspectives when it comes 

to what the Biden Administration should be doing on the panel.  I turn now to Scott to talk 

a little bit about where he thinks that we are going.  Last administration we saw M1917 

which has been talked about quite a bit over the last day plus.  Where do you think we can 

go next? 

 

I know that you do a lot of work with Better Identity Coalition and FIDO.  What do you think 

are the main areas of policy that we need to continue to beat the drum on in order to 

further open the aperture for digital identity? 

 

SCOTT CLEMENTS:  Thanks, Ross.  You know, I think first of all it is important to note that 

some important foundations have been laid like you just mentioned with OMB and the 

work that Jeremy did at NISTic years ago.  I think it is relevant, important, the launch of 

login.gov by GSA.  These are all important steps in the right direction. 

 

The limited adoption of login.gov by agencies is symptomatic of some of the challenges 

and demonstrates the need for a whole government approach at the highest levels. 

 

It appears so far that President Biden does have a lot of interest in that. 

 

You know, we started looking ahead now.  Secure trusted digital identity I think can be 

thought of and should be thought of as really an infrastructure project, an instructure 

project of the first order that can have massive and long lasting ripple effects across the 

economy.  And digital services, both public and private, healthcare, financial services, et 



cetera.  Then to continue with maybe this infrastructure allegory, I think there are several 

things that are already underway or that the administration can support and sponsor that 

can help make digital identity process shovel ready, maybe women's call it that. 

 

Not a physical shovel, obviously, but first thing is, you know, President Biden's American 

rescue plan does include funding for not only cybersecurity but also to proliferate the GSA, 

some of the GSA services like login.gov.  And increase access to identity services through 

the postal service and through the Department of State, similar to what is already being 

done at the Social Security Administration. 

 

So hopefully whatever version of the recovery plan comes out of Congress, that funding 

will be protected and part of that because I think it is really some low hanging fruit that can 

really start to move things forward. 

 

The second thing I think is NIST's work that it is doing right now in updating the digital 

identity guidance.  That is really important both to government and the private sector.  

NIST works very, very well with the private sector. 

 

Third is the reintroduction of Congressman Foster's and Senator Peters' improving digital 

identity act.  This can really elevate the issues of digital identity and cyber to the highest 

levels of the Executive Branch.  Help make federal and state data available for identity 

verification and also just increase engagement with the private sector. 

 

One final thing, I think, that is going to be really important.  It is also critical to move 

forward at the federal level.  I think on privacy and data protection legislation, as has 

already happened in other parts of the world. 

 

I think substantive success in digital identity services does require a concerted and 

sustained effort at the national level.  I think any such effort will have limited success 

without clarity on privacy and citizens' ability to control the use of their own data.  That 



means at the attribute level.  We are not talking about a digital driver's license here.  We 

are talking about matching identity attributes to the use case to match cost and benefit and 

limit the access and distribution of personally identifiable information to what is absolutely 

necessary. 

 

Identity verification I think going forward is really not binary anymore.  I is probabilitistic 

based on the case at hand. 

 

One example, if we think a little further out that illustrates this, when we any about the 

intersection of digital ID, Internet of Things and 5G telecommunications, 5G wireless.  

Digital identity services are critical to that.  Those services need to be continuous and need 

to be transparent.  They need to be low cost and they need to be safe. 

 

So we are not going to, you know, necessarily get it to that right out of the gate, but I think 

we do have to have eyes on the eventual prize as we think about not only the issues of 

cyber and the issues of pure ID verification but also the privacy dimension of that. 

 

ROSS NODURFT:  So I want to open it up.  I given panelists, do you guys have comments?  

Scott laid out a robust agenda.  Anything stand out to you with what Scott said?  Whether 

it's privacy or how digital identity is wrapped into other policy initiatives that the Biden 

Administration is looking to pursue? 

 

CAROLE HOUSE:  I'll mention that I think that your observations, Scott, are incredibly 

insight full.  One of the thing that I know I was thinking of commenting on was the fact that 

identity really sits at kind of a nexus or crux between a variety of regulatory landscapes.  

Like finance because identity is often compromised in illicit financial transactions. 

 

Looking at the regulatory landscapes, you know, said like the regulator, that I'm interested 

in taking a look at those and harmonizing them together.  All of that is relevant to 

government agencies as well and how they are managing data and following privacy 



requirements and the kind of legislation that we would support ultimately for the Biden 

Administration to pursue with Congress. 

 

I think it makes a lot of sense and there are a lot of opportunities for harmonization there. 

 

JOHN MILLER:  I'm jump in as well.  First, as a plus one on the importance of privacy, 

federal privacy and data protection legislation.  You know, there is a whole long list of 

reasons why our company and ITI are advocating for that.  We can certainly add identity 

and the nexus there to the list. 

 

More broadly, I think Congressman Katko described digital identity as foundational to 

Homeland Security.  You know, that is exactly right.  It is also fundamental to a whole 

variety of other things, not the least of which is building out a trusted digital infrastructure.  

If we don't have -- if we make a whole bunch of digital infrastructure investments and don't 

have the identity aspect of that solved, it is just -- it is going to be not nearly as successful 

as we would like it to be. 

 

ROSS NODURFT:  Couldn't agree more.  We talked about it yesterday at the COVID panel as 

well.  As the Biden Administration takes a look at how to push relief and aid to folks across 

the spectrum, whether it, there is an identity aspect to it, tracking the vaccination, the 

whole -- the whole of the policy, whether it is economic, Homeland Security, there is a 

digital identity area that pins that.  Scott, your point is across the board we need to do this 

right but also take into consideration the privacy of it.  Is that a fair summation? 

 

SCOTT CLEMENTS:  That's absolutely a fair summation.  This is identity issue is central to 

everything in our economy and our government really. 

 

ROSS NODURFT:  So Carole, I am going to get to you in one second, but John, I want to 

keep going down this path a little bit.  Congressman Katko also brought up the opportunity 

space afforded to the government to help drive some of these things that we are talking 



about because of solar winds.  Can you help the panel understand from your perspective 

the role that solar winds has played in how digital identity may be considered in the 

upcoming administration? 

 

JOHN MILLER:  Sure, happy to take a crack at that. 

 

You know, solar winds has been accurately described as a software supply chain attack.  

But really it is also fairly characterized as an identity attack.  Not in the way that we are 

talking about when we talk about consumer digital identity, but rather how the attack was 

experienced by many organizations as essentially a systemic identity compromise in their 

enterprise environments. 

 

We had a situation where attackers are presenting compromise tokens to gain privileged 

access and using those escalated privileges to move within both on premises and cloud 

environments. 

 

So the fact that the attack compromised identity is number one, one of the reasons that 

solar winds has been really considered so severe and I know we are going to hear more 

about solar winds I think from Microsoft later today.  I'm sure that speaker will be able to 

technically deeper.  But it is instructive for a couple of reasons, right, from my perspective.  

And I think it provides some opportunity actually in a way.  To achieve some of the broader 

identity objectives.  First, characterizing solar winds as an identity attack presents an 

opportunity to remind policymakers of how fundamental identity is to what we are doing 

online as consumers and in enterprise environments.  Obviously Congressman Katko and 

others understand that, but not everyone does.  Second, we do know that there will 

deservedly be focus on solar winds in the coming months both by the administration and 

from Congress exercising their oversight and in other ways. 

 

So for those of us who believe that we need to shine a spotlight on the importance of 

identity and especially that broad importance of it as deserving increased policymaker 



focus, I think we can seize on the interest in solar winds to discuss the identity dimension 

of the attack and national approaches needed for digital identity. 

 

ROSS NODURFT:  I like that.  I think one of the pieces too that he was also mentioning was 

the need for state and local partnerships with the national effort that we are talking about 

here.  And again, Carole, I promise, but Dorin, real quick, I want to pick up that thread a 

little bit. 

 

After you at USPS, do you guys work at all with the state and local governments?  You guys 

are able to reach the last mile on a regular basis.  And that is one of the most important 

aspects if we are going to approach this as a whole nation approach. 

 

I'm curious how you guys work with your state and local partners doing some of the work 

that you're doing. 

 

DORIN METHFESSEL:  We have yet to formally or establish a type of supply chain to rely on 

state and local governments.  We are exploring that area. 

 

Other than that, I don't have much more information as to how we are going down that 

path.  So in the exploratory phases. 

 

ROSS NODURFT:  Look, I think a lot of state and local governments, some are very far 

along and some are themselves still in the exploratory phase.  So it's good timing. 

 

Carole, we talked about a national approach.  We talked some of the enterprise issues.  I 

think having Michael Mosier kick it off yesterday was extraordinarily helpful.  It gave us a 

perspective from a regulator looking at critical infrastructure sectors who use digital 

identity positively to enhance customer experience, which is also completely different way 



to look at it.  I'm curious from your end, $400 million, you guys are starting to work in what 

a unique identifier could look like. 

 

Help me understand what the process looks like there and how you guys plan to walk 

forward to meet the objectives that were laid out yesterday. 

 

CAROLE HOUSE:  Absolutely.  To give a little bit of color for anybody who missed that in the 

AML and NGA, ground breaking piece of legislation has now required FinCEN to develop 

and maintain the database of beneficial ownership information to benefit law enforcement 

and we have the authority to disclose that information to law enforcement as well as 

financial snugs in support of their due diligence obligation.  Mike to us now being a 

provider of identity which puts us on a different angle of identity rather than just being a 

regulator of how industry does it and a consumer of it in reporting and intelligence analysis 

to FinCEN. 

 

This is something that is kind of newer.  Like we now have to create a identifier for anyone 

upon request who wants to submit a beneficial ownership affiliated FinCEN identifier as 

opposed to other identifiers that they may not desire to disclose. 

 

So this is interesting for us and we are going to have to work holistically across a lot of 

other agencies and the industry to understand making sure that we get this right. 

 

I think that Dorin and the Postal Service and state along with GSA provide identity services, 

they are going to be key partners in figuring out how to do this and policy wise how to 

disclose this information to key stakeholders like law enforcement as well as for financial 

snugs. 

 

That is a huge piece of legislation that I'm looking forward to diving into and where we 

want to know where other people have best practices or recommendations.  Please engage 



with us in innovation hours or reach out to us individually.  We would love to -- reach out 

and work with all of our regulatory and industry partners. 

 

ROSS NODURFT:  Scott, I'm going to come to you in one second on this, but I want to make 

sure I understand. 

 

The industry groups as well as individual companies who have some of these solutions, 

there are going to be mechanisms in place to say:  Hey, look, we have been looking at this 

problem a long time.  Here are opportunities to build on some of the identifiers or some of 

the layers of identifying information out there right now to determine risk.  Is that fair? 

 

CAROLE HOUSE:  Absolutely.  We have a standing mechanism to do that now through the 

innovation hours on the FinCEN website.  We are asking industry to come in and present to 

us on use of innovative solutions to help with these props.  Identity is at the heart of AML 

requirements, knowing with whom you are doing business and how you are complying. 

 

Whether to specific of ownership or broader users, we want you to reach out that way an 

part of the acts point to FinCEN to rescinding and reissuing the customer due diligence 

role.  Under the PRA practice when there's notice and comment period we always ask for 

industry to submit comments through the Federal Register website. 

 

ROSS NODURFT:  Great.  Scott, having heard the announcement that Michael made 

yesterday and hearing Carole talk about it more, what is your perspective as somebody 

who has been living and breathing this a long time as far as the use of how to build out 

something that is relevant there?  What are your reactions? 

 

SCOTT CLEMENTS:  I think the industry has come really a long way in the last ten years.  If 

you go back a decade ago, most of this was being done with physical tokens and simple 

OTPs, things like that. 

 



So it was a very binary situation.  One of the problems with that is it doesn't scale very well.  

You know, if you are only using it occasionally, it's fine.  If it is a central part of what you do 

all day long, that kind of authentication isn't really going to work. 

 

And I think the other thing is that you have to have a much more aware type of 

authentication and identity verification now that uses machine learning and AI tools and 

other tools to detect fraud or abnormal situations that need attention. 

 

So that you can really identify when something is going wrong and step up security, but 

you don't create a big security barrier to the normal every day interest actions and 

transactions that people want to carry out. 

 

So there has been a lot of progress in thinking about different types of access and 

privileged access and different types of authentication mechanisms with AI based step-up.  

These things are very easy to use and usually quite transparent, particularly in the mobile 

environment these things can be done in a very transparent way that in most 

circumstances the user doesn't even really know that security is taking place. 

 

It has come a long way.  Today we already scale at fairly large levels with large financial 

institutions so these things can be done.  We are also, most of us in the industry are also 

very supportive of FIDO and are already deploying FIDO capabilities in our products. 

 

ROSS NODURFT:  Carole, given what Scott is saying and we are looking at this unique I had 

fire to identifier to shed light on the beneficial ownership problems we have been seeing 

out there, how do you anticipate this identifier helping to drive, helping to drive reduction 

in fraud overall or identifying of criminal behavior? 

 

CAROLE HOUSE:  I think it will be a mix of things.  This specific service, just ensuring the 

beneficial ownership requirements are the most effective possible and then getting 

reported to FinCEN in a way that law enforcement can leverage is critical because criminals 



currently leverage really complex networks of shell companies and they exploit this lack of 

beneficial ownership information in a way that obstructs financial institutions' abilities to 

really understand who is actually involved in these networks. 

 

And it also can very much frustrate financial institutions due diligence obligations.  So this 

kind of data set being put together for the first time ever in the United States I think is 

going to be really critical to supporting regulated sectors complying.  There are other 

aspects of identity that need to be supported.  We see general problems with identity 

verification going on, rampant amounts of synthetic identity fraud which points to 

attributes that are not legitimate or attributes that don't belong together, mean a problem 

with how identity is being verified in the financial sector. 

 

I think we are hoping that the administration will continue to lean forward in the direction 

that many agencies have, looking at shared services and how certain attribute validation 

services might potentially be able to support counter fraud will, as well as regulated sectors 

being able to comply. 

 

The financial sector has a lot of compliance responsibilities. 

 

ROSS NODURFT:  Thank you for that, Carole.  I want to take the conversation a little bit.  I 

have a question through a channel.  We talked about a lot of different aspects of digital 

identity, whether trials focused or consumer focused. 

 

One of the things that was brought up yesterday was the equity aspect of it.  How does 

identity and equity fit in in the Biden Administration going forward?  And is there -- this is 

an open question to any of the panelists.  How did the missions that you guys see and are 

working on right now help push some of the equity issues that can be solved by digital 

identity solutions? 

 

Carole, go ahead if you have something. 



 

CAROLE HOUSE:  Yeah, very briefly.  Just to an extent I think that the benefits for inclusion 

that digital identity can bring to populations that are very hard to reach and have a lot of 

difficulty accessing certain systems for a variety of reasons.  I think that there is a message 

to explore in looking at inclusion as again an, as an AML, anti-money laundering, as it end.  

The more people involved in a system that has security kind of baked in, the better and 

more secure the broader ecosystem will be. 

 

I think that speaking as an AML regulator I'm excited about the potential for digital identity 

to be able to support broader inclusion and equity of treatment across populations. 

 

ROSS NODURFT:  Great.  Anybody else? 

 

SCOTT CLEMENTS:  I think that the government involvement here is really critical, not only 

in terms of legislation but also in terms of the standards and things that are driven by NIST.  

I think that level of sponsorship and engagement across the government will really drive 

down the costs.  And make the way in which this happens much more consistent. 

 

And that will provide access to a lot of people that maybe don't have it today.  I think I 

heard, I think it was in this conference I heard yesterday that 95 percent of people have cell 

phones today.  Maybe I heard that somewhere else. 

 

In any event, I think a lot of the infrastructure is out there to be able to do this.  I think the 

right level of government leadership canal really ensure that gets done in a way that is 

broadly scalable and inexpensive and relatively easy to use. 

 

DORIN METHFESSEL:  Ross, I have a couple thoughts on that too.  With the identity proving 

solutions, the Postal Service is uniquely positioned in the physical infrastructure to reach 

these type most Americans live within 5 miles of a post office.  We made that a 

fundamental part of our business model in offering these identity services and taking those 



government wide so we can allow the folks who generally would not have had these 

services to go to a post office and be able to verify their identities and work across 

government in that capacity. 

 

We are the network that binds the nation.  So really capitalizing on this physical 

infrastructure and taking it digital is where we are looking as far as our identity services are 

concerned as we move into the future. 

 

ROSS NODURFT:  Thank you, Dorin.  I really think there's a lot of excitement   around that.  

There is a good amount of excitement about that. 

 

DORIN METHFESSEL:  We are really excited. 

 

ROSS NODURFT:  We did get a question from the audience.  I'm going to rephrase I it, so 

pardon, Bill. 

 

The idea of a national ID, which has been over the last several years a fairly inflammatory 

statement versus the idea of a national approach to digital identity. 

 

Can you guys weigh in on what something like that would look like?  How would we build 

out a national approach to identity?  Does it include an ID that is ubiquitous across state 

lines? 

 

I'll start, Scott, I know you may have some thoughts on that.  I ask you to kind of kick us off. 

 

SCOTT CLEMENTS:  Sure.  I think maybe the government representatives here may have a 

better handle on this than I do. 



 

Look, culturally Americans, many Americans are resistant to the idea of a national identity 

card or identity -- yeah, whether it's digital or physical.  And unlike in Europe where it's 

quite common.  Here there is a lot of resistance to that. 

 

A framework that allows the citizen or the consumer control over access to their identity 

attributes relative to the transaction they are trying to carry out is really important.  It is not 

about, like I said, a card or something like that.  It is really about access to attributes when 

necessary with the opt-in of the user. 

 

ROSS NODURFT:  You guys have any follow-on comments?  I can dive in a little bit. 

 

CAROLE HOUSE:  I do think that for Americans, looking at opportunity for them to control 

their data and provide consent-based services is really fundamental to something that is 

desirable by consumers. 

 

I also, knowing that I'm biased from the financial space looking for something that has 

broader use cases for financial institutions and getting access to financial services will be 

critical to something that will be adopted writ large. 

 

Given what the current regulatory requirements are, really hoping that a national approach 

to identity that allows for regulated institutions to be able to like verify -- to be able to have 

a level of confidence and assurance in the credentials that are being presented to them 

and being able to effectively verify died is critical.  That is across the states.  The closest 

thing we have right now to the nationality cards is a driver's license combined with pass 

ports and things. 

 

It is going to require working across the state level as well as all the federal agencies that 

verify identities and credentials. 



 

How we can make sure that users can leverage those where they need to and again that is 

often with financial services.  And ensuring that those institutions can have trust in what is 

being shown to them.  I think that maybe not a one ID card or identity credential is going to 

be what it looks like but a broader approach in figuring out how to leverage these 

interoperable solutions will be the way that this goes down the road. 

 

CAROLE HOUSE:  I do think access to data sets like the postal service, like the Social 

Security Administration, like these other agencies, the Department of State and so on, they 

seed, they can can seed the model.  You start to get models based on specific data sets and 

attributes that allow people to opt in.  That's another important role that the government 

plays here, using its data in the right way to seed a framework that everybody can live 

within. 

 

ROSS NODURFT:  I couldn't agree more.  Like we heard yesterday from Phil Lam and folks, 

that is something that GSA is currently pursuing, the idea of broader validation services.  

We know that SSA has undertaken their efforts to provide validation services. 

 

I know the Better Identity Coalition has been calling on it for years, right? 

 

That is, to your point, a core element of what a national approach to digital identity would 

look like. 

 

I want to make sure we cover some of the security aspects, John.  So when you start to 

really increase access and visibility to data and consumer ability to control it, what does 

that do from a security standpoint in your mind?  How does take affect the security side of 

the spectrum?  There's always that friction, as we said earlier, between privacy and security 

or just massive amounts of data being created and accessed. 

 

What do you think we need to pay attention to?I think you're on mute, John. 



 

JOHN MILLER:  Sorry about that.  Yeah, thanks, Ross. 

 

I think from a security side of things, you know, I guess one of the things at least from the 

ITI standpoint that we have been long time advocates of is, you know, the importance of 

risk management, right?  Risk management based solutions.  It wasn't too long ago that we 

were advocating for the inclusion of language to better account for authentication, 

authorization and identity proving in version 1.1 of the cybersecurity framework. 

 

Identity is really just such a fundamental aspect of cybersecurity, risk management in 

particular.  You know, again bringing it back to solar winds.  If we look at this in the context 

of, as it related to privileged users, there is really, it is difficult to really have a sound 

enterprise cybersecurity risk management plan without incorporating identity in these 

other attributes into it. 

 

So I mean I guess from my perspective it goes to the points that were made earlier about 

just how we need to start appreciating -- I know the people here probably do this already, 

but appreciating identity as broadly impactful, whether we are talking about cybersecurity, 

privacy, even just talking about equity.  As really a broader part of so many of these other 

things rather than sometimes it is seen as almost more of a narrow or niche issue within all 

these digital policy issues that we are working on here.  It really is fundamental to 

cybersecurity. 

 

ROSS NODURFT:  Scott, let me go back over to you for a second.  We are -- this is kind of 

more going back to the enterprise approach to identity.  When we look at the federal 

government, we have a couple questions from the federal side of things.  When we look at 

the federal government, there is HSPD12 has been the driver for use of PIF and CAD cards 

for years.  We have seen since OPM the use of those go up. 

 

I feel like we are at a point in time now where there is discussion around what is additive to 

a PKI solution.  So I'm curious from your perspective, what else in this administration 



should we be taking a hard look at to provide additional, whether it is strict authentication 

or broader approach to security to add to the PKI infrastructure that is out there now? 

 

SCOTT CLEMENTS:  I did the unmute thing there, John. 

 

So you know, I think at the core of all of this security, right, it really comes down to identity 

proving at the front end and then authentication after that. 

 

And I think HSPD12 is very strong in these regards.  It is can be somewhat limiting.  It's 

fairly expensive to be able to do that. 

 

I think there are, in the use of FIDO standards and things like that, there are numerous 

other types of authentication technologies that are easier to use.  They are less expensive.  

Therefore, they can be deployed more broadly, I think, and more easily. 

 

And sometimes it is one of those situations where the perfect is the enemy of the good.  I 

think to the degree that we can deliver authentication and access security that is maybe 

not as good as a cat card or PIV card but it is a lot better than SMS over the telephone or 

doing nothing at all other than a password and user name. 

 

There's a pretty big gap in there.  I think the technology evolved in a way that there are 

many steps below the PIV and cat card approach that you can deliver much better security 

to a lot more people and really help to ward off phishing attacks, all of these kinds of 

things.  This is often times where this all starts, with a phishing attack. 

 

Getting to the fundamentals of how can we make an individual's ability to access more 

secure, maybe not all the way up here, but maybe just here, would be a massive 

improvement, I think, over the situation take we face today. 

 



ROSS NODURFT:  Yeah.  It gets back to John's point about risk management and risk 

tolerance, right? 

 

SCOTT CLEMENTS:  Definitely. 

 

ROSS NODURFT:  There are solutions now in the marketplace that are extremely robust, 

and you can layer those solutions.  Then there are those that are lower friction but still 

provide a significant amount of protection.  It all is based on the access and engagement 

with what the data is, right?  Is it personal?  Does it need to be protected or not need to be? 

 

SCOTT CLEMENTS:  Yeah, you have levels of being able to deploy the security, right, that 

you can match to the risk and the cost and all of that together, Ross, is your point.  It is a 

very good one because not everybody has to have DOD level security, but they need 

something a lot more than what they have today. 

 

ROSS NODURFT:  Right.  So we are at the last five minutes of our time with each other.  So I 

would like to start going around and just saying if there's any other thoughts. 

 

Again, we are at a perfect point to have this conference and conversation.  We have Biden 

Administration that is standing up as we speak.  We have a dearth of material that has 

been proud in the past few years and policies already in the works. 

 

What would you say -- again for the government folks here I understand that you can't 

necessarily be too prescriptive, but what would you say that you would like to see happen 

over the next one, two, four years of this current administration that would help push the 

digital identity efforts further along?  So Carole House, we'll start with you. 

 

CAROLE HOUSE:  That's an easy one.  And I should have plugged it up front, these views 

are mine and don't necessarily reflect FinCEN's -- counsel will make sure I say that. 



 

I know I hinted at it before that I think continuing to put emphasis on exploring where 

there are opportunities for shared services to be able to support regulated institutions and 

other agencies to be able to identify where there are fraudulent identities that are being 

presented and supporting identity verification services. 

 

I also think that continuing to really proactively support innovative development of 

technological solutions as well as policy solutions to solve some of the solutions.  FinCEN 

hopes to continue to engage aggressively with the industry to understand where are there 

regulatory changes that are needed?  Is there expected relief for innovative pilot programs 

that you need to support some kind of innovative solution to either support identity 

authentication or verification in support of financial services.  Those kind of things. 

 

Are there changes to the attributes required to be collected that you want.  Are there 

changes to the nature of risks what some of the broader consumer obligations or KYC 

obligations are. 

 

Those things prioritied by the administration which so far they search and seizure to be 

leaning very much on pursuing innovative technologies and looking at that.  I think that 

would be really helpful to our sector.  And then also I hope that they will continue to lean 

forward on compliance as well.  Like flagging to regulated institutions like financial 

institutions that they need to report identity compromise to FinCEN, flag as much 

information as possible including the authentication mechanism that is being 

compromised in the account take-overs.  See if it's MFA being targeted or lack of prevalent 

MFA across the sector and then, of course, continuing to lean on sectors and agencies to 

implement strong high level assurance identity solutions consistent with risk-based 

solutions. 

 

ROSS NODURFT:  Great, Carole.  Over to you, John. 

 



JOHN MILLER:  Thanks, Ross.  Well, you know, I think from the ITI standpoint we recently 

released a policy memo for the Biden Administration and the 117th Congress and we 

included digital identity as one of our priorities. 

 

Really, the reason we included it has as much to do with U.S. competitiveness as it does 

security, privacy and trust.  You know, we know, of course, that addressing the COVID-19 

pandemic and the economic recovery are priorities of the administration and Congress.  

We have also learned during the pandemic since we are all Zoom experts now how 

important digital connectivity is.  That goes for not only those of us doing panels and 

meetings every day but students and American families and communities as well. 

 

So on the one hand we are for sure urging further investments in digital infrastructure to 

support all this connectivity, but we are also really urging that the deficiencies we have 

been talking about in our digital identity infrastructure also be a part of that investment.  

Because realizing the benefits of the digital economy really begins and ends with trust. 

 

We have talked about it a little bit already with just the lack of equivalent trusted identities 

in the digital sphere that are the equivalent of digital things like driver's licenses or 

passports, but we really think there is an opportunity for government agencies and the 

private sector to work together also to drive significant risk and fraud out of online services 

and really allow more easy and secure transactions. 

 

We are urging the new Congress and the administration to prioritize these issues and work 

together with the private sector to really push this issue and to remind everyone that it is 

connected to a lot of much broader priorities that we know are really at the top of the list.  

Thanks. 

 

ROSS NODURFT:  Thank you, John.  Dorin, over to you. 

 



DORIN METHFESSEL:  To John's point we have definitely seen the import of digital 

identities relative to what has happened with COVID.  Here at the postal service we are 

here to support our sister agencies and support the American people by offering and 

scaling the identity solutions they need in their homes and communities in order to 

support the policies moving forward. 

 

ROSS NODURFT:  Thank you.  Scott, last but not least. 

 

SCOTT CLEMENTS:  Well, okay.  Big responsibility here. 

 

So I think the, kind of listening to what everybody else is saying, to me one of the big things 

is really a big opportunity for the Biden Administration is to set a vision for what this can 

look like.  The realization of all of this is going to take more than one administration. 

 

Setting out a vision and using these four years to begin to plug pieces into that vision is 

really important.  It is a major opportunity I think for federal government to demonstrate 

that it can take on challenging, complex problems that really matter to people and make 

people's lives better. 

 

It is like the highway system being built back in the '50s.  It was a big project, but it changed 

the country and it changed people's lives. 

 

I think these issues of identity and identity theft and fraud and all that are issues that every 

citizen is really become very aware of.  They know there's a problem here and a need for 

things to be better.  I think that's a tremendous opportunity for the Biden Administration to 

set that vision to allay the fears that some people have about what this might be and really 

set us on a course where over the next decade we can really put ourselves in a leadership 

position as a free society of having this kind of capability for people to control their digital 

lives in a secure and very productive way that will benefit the whole country and the whole 

economy. 



 

ROSS NODURFT:  Well said.  Thank you guys very much.  We are a little bit over time.  I 

appreciate the panelists being on today.  Thank you, guys, for a great conversation.  Look 

forward to working with you guys going forward. 

 

JEREMY GRANT:  Thanks, everybody, that was a great panel and great discussion. 


